
This training is created based on federal and state laws, UCI Health policies and 

procedures, and provides guidance on preventing various types of privacy and 

security incidents UCI Health experienced in the prior year. 
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D How can I maintain the privacy of protected 

information and why is it important? 

D What rights do patients have regarding access and 

use of their medical information? 

D What are my responsibilities for reporting privacy 

and security incidents? 
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• Email address and password

• Other identifiers

CALIFORNIA PRIVACY LAWS PERSONAL INFORMATION MEDICAL INFORMATION 

• Medical Information is individually identifiable information in the

possession of or derived from a provider of a healthcare service plan,

pharmaceutical company, or contractor regarding a patient1s medical

history, mental or physical condition, or treatment.

• The California Confidentiality of Medical Information Act {CMIA)

prohibits access, use, or disclosure of 11medical information11 without

prior authorization unless permitted by law.

• This applies to all patient information at UCI Health.
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• All elements of dates except year

• Vehicle identifiers and serial number

• Individually identifiable information regarding a patient's medical history,

mental or physical condition, or treatment

• Individually identifiable health information, including history, lab results,

medical bills

• Any other unique identifying number, code, or characteristic
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D If possible, document (including any witnesses) denial 

for access to non-public areas of facility. 

The following UCI Health policies have been updated to reflect 

the above changes: 

• Review the UP-dated Access, Use, and Disclosure of PHI -

Judicial and Administrative Proceedingt..P-olicy..!.

• Review the UP-dated Disclosures of Protected Health

Information to Law Enforcement P-Olicy..!.

Note: you may need to log in with your HS credentials to access these 

policies in PolicyStat. Depending on browser settings, clicking the 

website links may open new tabs or windows and minimize the UCLC 

module window. 

Smart Wearable Technology 
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workplace should contact Disability Services to initiate a 

reasonable accommodation request. 

UCI Health's PhotograP-hY.# Filming, and Audio Recording_P-OlicY­

has been updated to reflect the above changes. 

Please contact the Compliance and Privacy Office with any 

questions or concerns. 

Note: you may need to log in with your HS credentials to access the 

above policy in PolicyStat. Depending on browser settings, clicking 

the website link may open a new tab or window and minimize the 

UCLC module window. 

Emergency Contact Use 

In 2025, the Compliance and Privacy Office received an 

unprecedented number of privacy incidents involving clinical staff 
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To notify family or loved ones 

When a patient needs to be admitted to a hospital or needs to undergo an 

urgent procedure. 
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One way that we protect patient information is by giving each
patient a Notice of Privacy Practices before collecting, using,
storing, or disclosing the patient's PHI.
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We must agree to all reasonable requests. 

Patient Requests for Restriction of PHI 

Patients have the right to request a restriction on the use or 

disclosure of their PHI. 

For most restrictions, we are not required to restrict the 

information if we are unable to comply with the patient's request. 

NOTE: Please always consult with Health Information 

Management and the Privacy Officer before granting such 

requests. 

However, there is one restriction request we must honor: If a 

patient requests to pay in full for a service and asks that we 

not bill their health insurance, we are required to honor this 

request. This also applies if a family member or other individual 

pays for the service on behalf of the patient. 
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There are very limited exceptions to patients' rights to access and 

share their PHI, such as: 

Check each box below to complete the interactive section. 

D Psychotherapy & Confidential Note Types 

D Staff messages & routing comments 

D Manually blocked information for limited reasons, 

including preventing physical harm, protecting 

patient privacy, and legal/administrative infeasibility. 

Misuse of these exceptions may place UCI Health at risk of liability 

under the information blocking regulations. If you have a 

question on whether it's appropriate to manually block a note, 

please consult the Information Blocking.P-olicY., your 

supervisor, or the Compliance & Privacy Office. 

Note: you may need to log in with your HS credentials to access the 

policy in PolicyStat. Depending on browser settings, clicking the 
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You may access, use, and disclose medical information for healthcare 

operation purposes, such as: teaching, medical staff peer review, legal 

purposes, internal auditing, to conduct customer service surveys, and 

general business management. 

Treatment 

Treatment means the provision, coordination, or management of 

healthcare and related services by one or more healthcare 

providers, including: 

• Coordination or management of healthcare by a

healthcare provider with a third party.

• Consultation between healthcare providers relating

to a patient.

• Referral of a patient for healthcare from one

healthcare provider to another.
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Operations 

Healthcare Operations means any of the following activities of the 

covered entity to the extent that the activities are related to 

covered functions. 

0 Conducting quality assessment and improvement
activities, including: 

• Outcomes evaluation and development of clinical
guidelines, provided that the obtaining of
generalizable knowledge is not the primary purpose
of any studies resulting from such activities.

• Population-based activities relating to improving
health or reducing healthcare costs, protocol
development, case management and care
coordination.

• Contacting of healthcare providers and patients with
information about treatment alternatives.
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DO NOT 

search or enter 

records: 

DO NOT 

search or enter 

records: 

Due to concern 

about someone's 
well-being 

To assist someone 
who is not your 

patient with 
obtaining 

information 

54



55



56



interactive section. 

D You will only access, use, or disclose PHI if it's 

necessary to perform your job duties. If you don't 

"need to know" the information to do your job, 

you will not access, use, or disclose the 

information. 

D You will only access, use, or disclose the 

"minimum necessary" information to perform 

your job. If you're not sure, ask your supervisor 

for guidance. 

D You will not use EMR without a business or clinical 

purpose, including searching or accessing medical 

records belonging to coworkers, friends, family 

members, and yourself. 

D You will follow UCI Health policies and procedures 

for information confidentiality. 

D You are responsible for any access, use, or 

disclosure of UCI Health data that occurs under 

your UCI Health login credentials, including those 

in the EMR. 
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For example, we need prior written authorization before disclosing: 

• Medical information or records to someone other than the patient

• Information for use in research (clinical trials)

• Patient information for marketing, fundraising, or mass communication (TV,

radio, news)

Always use the applicable UCI Health HIPAA authorization form. 

Special protections apply to mental health, HIV, substance abuse, and genetic 

information. 

To release this information, the patient must initial the applicable section on the 

authorization form, otherwise the sensitive information must be withheld or 

redacted. 

If you receive an authorization form from another organization, consult with the 

Health Information Management department before acting on the authorization. 
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Communication with a Patient's 
Family and Friends 
Unless the patient has prohibited a disclosure, care providers 

must use professional judgment when determining when and 
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You can discuss a patient's payment options with their adult daughter. 

Patient's Friend 

You can instruct a patient's friend, family member, or other caregiver about 

proper medicine dosage when they come to pick the patient up from the 

hospital. 

Patient's Condition 

A surgeon who did emergency surgery on a patient may tell the patient's 

spouse about the patient's condition while the patient is unconscious. 

Always be cautious when discussing sensitive information 

such as HIV/AIDS, STls, or mental health issues with family 

members present. 

In addition, minor patients in California have the right to 

confidential reproductive health care, including birth control, 

abortion, and STI testing. They can consent to these services 
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Disclosure by Phone 

Facility Census/Directory: Unless a patient has opted-out and 

does not want to be listed in the directory/census, we can only 

disclose the location and general health status of a patient to a 

caller if the caller identifies the patient by name. 

• If a caller requests additional information about the patient,

do not provide any information unless you are absolutely

certain they are authorized individual(s) and/or family/friends

involved in the care of the patient.

• Contact your supervisor or the Compliance & Privacy Office

with any questions or concerns.
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• If the patient has signed an authorization, verify with caller

the patient information that they would be expected to know

(e.g. full date of birth, full name, mother's maiden name, last

4 digits of SSN, etc.).

• Only provide the minimum necessary amount of

information (e.g. only say that patient is ready to be picked up

from appointment).

---------lo----------

Summary 

You should now have knowledge of:

0 Examples of patient privacy rights that help protect
patients' own health information.

• Specific examples of what you can do to protect
patient information.

• Guidelines for when you can/cannot use or disclose a
patient's Protected Health Information (PHI).

• Guidelines for using or disclosing PHI during Patient Treatment, 
Payment Services, and Health Care Operations
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At the end of this lesson, you will be able to: 

• List common types of errors that can result in breach of

patient information.

• Identify how to prevent patient information from a breach or

unauthorized disclosure.

• Implement best practices to help minimize risks and/or

breach of patient information.

Electronic Databases 

The greatest risk of a data breach is the loss of electronic data or 

access to computer systems with patient information including, 

but not limited to, the EMR, Microsoft Office, and SharePoint. 
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PROTECT YOUR PORTABLE 

DEVICES 

Never leave laptops, mobile phones, or 

tablets unattended or locked in a parked 

car 
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D Providers must document consent and any 

applicable disclaimers for Al usage during usual 

course of patient care. 

Best Practices 

Al Technology Use 

• Do not enter any PHI or patient information into Al

applications that have not previously been approved for use.

o Most common publicly available tools, including OpenAI,

ChatGPT, and Open Evidence, are not approved for use

with UCI Health PHI or other sensitive data

• Programs that advertise themselves as "HIPAA-compliant"

must still be approved by UCI Health prior to use with any PHI

or other sensitive data.
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• Electronic (virtual) meetings should never be recorded when

sensitive, confidential, or privileged information is being

discussed. Such information includes, but is not limited to,

the following (check each box below to complete the

interactive section):

□ PHI

D Quality/Patient Safety Incidents 

D Sensitive/confidential/proprietary business 

information 

D Medical Staff Meetings (e.g. Peer Review, department 

meetings) 

D Meetings and discussions subject to Attorney-Client 

Privilege 

• Educational or training sessions may be recorded if they do

not contain any of the above type(s) of sensitive, confidential,

or privileged information.
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How to send Secure Email: 

Use [ucsecure] including square brackets in the subject line. It 

must be within the first 150 characters of the subject line for the 

secure email gateway to detect it. 

Things to remember: 

• DO NOT include PHI in the subject line. While DLP

technology encrypts the email and attachments, it does not

encrypt the subject line. This means any PHI included in the

subject line is viewable by the recipients.

• DOUBLE CHECK the recipient's email address before

sending. Be careful with autofill!

• ALWAYS VERIFY the information being sent. Sending the

wrong information to an intended party is also a potential

privacy breach.

• LIMIT the amount of data being sent.

89



90



91



92



shared files. 

0 If you believe your user ID and/or password have 

been compromised, immediately change your 

password and contact the ITS Service Desk. 

0 Do not write down your passwords or post them in 

your work area (such as Post-Its on screen/drawer). 

Note: your email may need to be open for the email hyperlink above 

to function properly. You may need to log in with your HS credentials 

to access the above policy in PolicyStat. Depending on browser 

settings, clicking the website link may open a new tab or window and 

minimize the UCLC module window. 

Ransomware 

Ransomware is a type of malware (malicious software) that 

encrypts data with a key known only to the hacker and makes the 

data inaccessible to authorized users. After the data is encrypted, 
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• Keep documents and paperwork containing confidential information

covered and placed in an appropriately secured area, folder, or cabinet.

• Ensure that when you leave the area unattended, no patient information is

left out.

• Dispose of material containing patient health information in a confidential

shred container.

• Do not carry any printed patient information out of clinical care areas for

convenience (e.g. restroom, cafeteria). If you must carry paper, ensure they

remain on your person at all times and are never left unattended.

• Do not prop doors open, making confidential information accessible to

anyone walking by.

• If you see someone in an area where patient information is being used,

verify that they have a job responsibility to be there by confirming they

have an ID badge. If the individual is a vendor, they should be

accompanied by a UCI Health workforce member and have a vendor badge

with their photo and current date.
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Human Error 

Another common problem occurs when printed paperwork, such 

as lab requisition orders, After-Visit-Summary (AVS), and 

discharge instructions, is handed to patients when they are mixed 

with another patient's paperwork. This can be particularly 

harmful for the patient if the information includes their diagnosis, 

treatments, and medications. 

Similarly, when mailing information to a patient, always make 

sure the correct information is placed in the correctly addressed 

envelope. Always double check before sealing the envelope. 

To protect patient information when discharging patients 

(click the first check mark below to read each and click the 

right arrow to continue): 
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• Double check that you have the correct patient and the correct 

information. 

• Ensure that you've correctly registered the patient under the correct 

Medical record number (MRN). 

• Ensure that you've correctly entered the information into the correct 
record. 

• Confirm that you have printed out the correct record. 

• Confirm that the correct patient's information is on each P-age. 
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Photography 

Check each box below to complete the interactive section. 

D 

PHI includes any photograph of a patient that is 

identifiable. It is often impossible to de-identify the 

image of a patient's face or other unique features 

such as a tattoo or scar.  

If the photo is being used for patient care, the 

photo must be included in the patient's medical 

record. No authorization is required. 

If the photo is being used for any other purpose, 

such as teaching or research, an appropriate 

authorization must be obtained. 

Refer to the Photography, Filming, and Audio 

Recording Policy for more information. 

The authorization forms are on the Compliance & 

Privacy website. 

D 

D 

D 

D 
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D 

If the image is being used for teaching or research 

purposes, the image must be downloaded to a 

secure encrypted server as quickly as possible. 

The images must then be deleted from 

the camera or recording device after download, or if 

the image is no longer needed. 

The images must not be uploaded to a third-party 

cloud computing site unless the Chief Information 

Security Officer has approved the third-party cloud 

computing. 

D Patients and their families may only record staff and 

providers with express permission. 

Note: you may need to log in with your HS credentials to access the 

above policy in PolicyStat. Depending on browser settings, clicking 

the website links may open new tabs or windows and minimize the 

UCLC module window. 
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Social Media 

Click the first check mark below to read more. Click the right 

arrow to continue. 

• Social media poses significant risks to patient privacy. 

• Staff working in healthcare often want to relieve stress of job by sharing 

• information with others. 

• Risks are present even when patients are not identified by name. Enough 

circumstantial information can be provided that others will be able to 

identify the patient. 

• NO patient information should ever be posted to social media sites, 
regardless of whether it includes the patient's name or identity. 

• Posting photos (even if they are deidentified) is prohibited. 
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Privacy 

Never post Protected Health Information (PHI) - no exceptions. 
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Social Engineering 

Social engineering is the process of obtaining information by 

manipulating and exploiting the goodwill of others. 

The "social engineer" typically calls or sends an email pretending 

to be someone else or shows up at your workplace under false 

pretext. Social engineers are interested in gaining access to 

organizational and personal information, primarily to perpetuate 

fraud, commit industrial espionage, or simply to disrupt activities. 

A social engineer is on the lookout for bits of information that can 

help them assume someone else's identity, usually without that 

person's knowledge. 

The information they want includes: 

Click the front of each card to read more. 
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Theft 

If there has been loss/theft of a computer/laptop/electronic device, please 

immediately notify ITS at 714.456.3333 and/or the UCI (or local) Police 

Department. 

Everyone at UCI is 

responsible for identifying 

and reporting suspected or 

known privacy incidents as 

soon as you become 

aware.
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Privacy Violations 

Privacy Violations can result in Fines & Penalties 

• HIPAA and California's information privacy laws impose

significant fines for breaches or other misuses of patient

information.

• Fines depend on whether the breach could have been

avoided and whether the organization acted quickly to correct

the breach.

• This is why we rely on each workforce member to take

immediate action when they know of or suspect a breach!
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Potential Federal Fines & 

Penalties 

As of 1/28/2026: 

VIOLATION 

CATEGORY 

PENALTY 

RANGE FOR 

MAXIMUM 

PENAL TY FOR ALL 
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Acknowledgement of Review of the UCI Health Privacy & Security 
Training: Federal & State Healthcare Privacy Laws  

By signing below, I acknowledge that I have read the University of California Privacy Training 
course and confidentiality statement and agree to abide by UC policy and Federal/State privacy 
laws.

____________________________ 
Student Name  

_____________________________ 
Date  

____________________________ 
Student Signature 

____________________________
School

School Coordinator Date 

Please note that only this page from this packet needs to be 
returned to the Education Department.
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